Abstract-A new fast stream cipher, MAJE4 is designed and developed with a variable key size of 128-bit or 256-bit. The randomness property of the stream cipher is analysed by using the statistical tests. The performance evaluation of the stream cipher is done in comparison with another fast stream cipher called JEROBOAM. The focus is to generate a long unpredictable key stream with better performance, which can be used for cryptographic applications.
. The security of the stream cipher rests in the key. So the random number generators occupy a central place in cryptographic designs owing to their property of picking numbers unpredictably and in using these numbers to choose cryptographic keys [6] [7] [8] [9] [10] [11] [12] [13] . Here 
IV. RANDOMNESS TESTS
The analysis of MAJE4 is done mainly using the tests listed below [3] . These tests are commonly used for determining whether the binary sequences possess some specific characteristics that a truly random sequence is likely to exhibit.
] Auto-correlation test: To check whether correlation between the sequence and the shifted version of it is approximately 0 when the number of shifts is not divisible by the period as expected for a random sequence.
The frequency test is for uniformity and the other tests are for independence. Tables 1,2 and 3 show the results of the specified tests. The summary of performance evaluation is presented here by comparing with JEROBOAM stream cipher and shown in Table 4 .
A. Timing Analysis
From the timing analysis it can be noted that when we compare JEROBOAM 128-bit and MAJE4 128-bit, MAJE4 128-bit is almost 9 times faster as shown in Fig.2 . Also the memory requirement is less in MAJE4. The evaluation is done using Pentium IV Processor, Linux Operating System and C compiler. 
VII. CONCLUSIONS
From the results of analysis and performance evaluation it can. be concluded that MAJE4 is a reliable generator, which is much faster than JEROBOAM. All the five statistical tests are passed by this generator for all the random streams produced. Since the memory requirement is less, it can be used for devices with restricted memory for security purposes. Since it is faster and produce independent bits, this stream cipher can be used for applications that require encryption / decryption of a stream of data sent through the Internet.
